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Abstract – Image forgery or manipulation is the removal of interested region from the particular image by the use of freely available 

manipulation tools. One of the popular attacks is copy move forgery attack. Main aim of image forgery is to hide the interested region or 
reproducing new region in that particular image in order to falsify the particular image for publicity or saving their individual from danger or 
fame or earns or cheat or fun An 'Alexnet based Convolutional Neural Network(CNN)' is intended for picture fraud discovery. As the accuracy 
parameters resulted same in the case of one attack consideration in previous methodologies, this framework concentrate copy move attack and 

splicing attacks. The experiment results proposed DBELM outperforms existing CMFD frameworks by a significant edge on the five freely 
available datasets: MIASDBv1, CASIA, CoMoFoD, Kodak & Google and MNIST handwritten dataset. For primer evaluation, MNIST dataset 
initially processed to check classification accuracy by CNN based on different splits and not processed by DBELM. That motivation helped us 
to take 90:10 split for DBELM research work. Novelty of the work is the design and implementation of proposed system, and moreover the 
review of previous algorithm(s) in the area of feature extraction, which aims to explore the different extraction methods, feature determination 
which is utilized for dimensionality reduction to eliminate repetitive and immaterial features, classifiers which are utilized for supervised or 
unsupervised machine learning and metrics which are the measures or parameters or accuracy improving methods for evaluation. A small % of 
accuracy improvement will help to cure patient’s health from danger if the important document is altered. And also we located the forged region 

with the help of moment based algorithm (Zernike Moment) and used bat optimized extreme learning machine for better image forgery 
classification accuracy. An accuracy of 98% has been accomplished for the four datasets. Proposed framework demonstrates the credibility of 
the digital image from forgery. For better evaluation, review about all the related terms, comparative results and performance evaluation results 
are included. And the DBELM outperforms our previous methodologies LORA and LPG. In future, DBELM will process MNIST handwritten 
dataset and compare with DELM-AE, DELM & DBP methods and find out the best one among those for image forgery detection research field. 

 

Keywords-Image forgery and detection; BAT ecology algorithm(BAT);  Extreme Learning Machine(ELM); Alexnet based Deep CNN;  Copy 

Move Forgery Detection(CMFD 

 

1. Introduction  

 mage forgery or manipulation is the forging of region 

from the some image and pasting it into some other. Image 

Forgery attacks and detection methods mentioned in the 

previous papers[1-5]. Image forgery or manipulation is the 

forging of region from the some image and pasting it into 

some other. Here we compared the performance of different 

methods utilized in the approach. Alexnet was originally 

introduced by Alex for the purpose of image classification. 

Image forgery or manipulation or alteration normally 

happening between one person to another person data 

communication. It may be by third party between two persons. 

To secure communication between two individuals, there is a 
need of image authenticity framework or protocols. Two types 

of attacks are active and passive attacks[1]. Physicians always 

depend digital images for diagnosis, in these cases, forgery 

must notice before diagnosis process. If any kind of forgery in 

the particular document related to patient, will lead patient’s 

life in trouble that may lead him socially down. And this 

problem is big challenge for digital image authenticity. The 

results achieved surpass the earlier work in this area mainly 

Precision, Recall, F-measure and Classification accuracy. A 

new forgery detection method based on deep learning CNN 

with BAT-ELM was presented, and was shown to produce 

good result in forged region localization and accurate 

detection. But before moving to optimization algorithm we 

have processed collected features based on banding and sub-

banding process in the previous methodology as we mentioned 
in our LPG[1] and same mentioned in the below Fig. 7. But in 

this DBELM approach, we have not followed any banding and 

sub-banding process; we have processed CNN algorithm to 

extract features “feature map”, for further investigation 

analysis work. The major problem we identified is the existing 

methods lacking some dimensionality reduction method, 

which causes accuracy in terms of classification and epochs 

have the great contribution to get more accuracy in the 

experiments. Most intelligent methods have been made by 

several authors using Alexnet architectures. Furthermore, this 

work is also limited by its consideration of different datasets 
processing for forgery detection. Since several issues remain 

in unaddressed, future directions are related to the 

improvement of the boosting of accuracy in terms of different 

kind of forgery attacks and classifiers on different datasets.  

        

In this process identify the forgery image in genuine. Here we 

use CNN for extract the feature map, using BAT optimization 

I 
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to select the best feature and using ELM to classify the 

authenticity of the image. Here we use the genuine image to 

training sets, and give the input image it is in train database it 

is genuine else it is forgery for typical dataset. And finally we 

have calculated ‘Precision, Recall , F-measure and also 
evaluated based on different kind of splits’ that’s 70:30,80:20 

and 90:10 training and testing splits.  

 

  Recently, there are lots of researchers are going on in “the 

field of image forgery detection”, Fig. 1, specifies the clear 

picture of recent researches in the area we specified. 

 

   Here we proposed an accurate classification method for 

image authenticity proving which relies upon joining the 

quality of two methods. To begin with, deep learning strategy 

alexnet based feature extraction. Second, a feature 

determination strategy BAT calculation handled and 
supplanted softmax by ELM classifier that is last fully 

connected (fc) layer of the Deep CNN is connected to ELM. 

In this work, we proposed a technique for picture falsification 

based group cation(binary characterization). The proposed 

technique removes the features from unique and manufactured 

pictures utilizing Alexnet based deep CNN. At that point the 

separated features are isolated into testing and training sets. 

Followed by utilizing the BAT calculation to lessen these 

features and eliminate the excess and insignificant features. 

This cycle accomplished by best feature set choice and the 

ELM classifier which sorted either authentic or not. 
 

   The main contributions of this research work are the 

following: 

1. Proposed a “Genuine(or)Forgery classification 

method(Figure 9)” which depends on the “CNN based   

feature extraction” and “BAT feature selection 

technique(Section IVc.)”. 

2. Inferring another arrangement of feature vector, 

Alexnet based CNN , to extricate the features from the 

first and phony pictures. 

3. Set parameters of BAT feature selection method for 

evaluation of best features from extracted features to 
boost classification accuracy. 

4.          Evaluate the performance of the proposed DBELM 

using D1,2,3,4. As same attack results same Precision, 

Recall considered more than one attacks for evaluation 

process. 

 5. Compared the results with other methods. 

 We considered some splits name for our research work and 

based on their ratios used for evaluation purpose. That 

names and details, mentioned in Table. II. 

   

The organization of this paper is as follows. In Section 2, 
Related works about some subsections arranged, Section 3, the 

proposed algorithm, flowdiagram & working details, Section 4, 

Experimental analysis and Results based on splits and 

previous methods and Finally, the paper concluded in Section 

5. 

2. Related works 

 

Digital image forgery detection comes under “digital-image-

forensics” and for image authenticity proving. There are lots 

of digital image forensics available, some fields are normally 

forgery in audio, video, voip, social media.  
 

A. IEEE year wise statistics 

 
Figure 1.  Study about Image Forgery in IEEE 

 

B. Attacks in Image Forgery 

The template Main attacks in the area are in the Table 1 

which is noted below, 
Table I:  Image Attacks detailed Description 

Image Attacks Description 

COPY-MOVE Copying a region from anywhere in the 

same image and pasting it into any desired 

part in the sameimage[1]. 

SPLICING It is image compositing attacks, which is 

combinations of images, that’s merging of 

different images fused to and form a new 

innocent image[1]. 

ROTATION Finding out the region which is interested 

by the manipulator , rotate and form a new 

innocent image[1]. 

SCALING Finding out the interested region and scale 

and form a genuine looking innocent 

image[1]. 

Details of these attacks are mentioned in [1-4].  

C. Training and testing splits and details (Used in research 

methodologies) 
Table II:   Training and testing splits and details 

Splits Details 

70:30 Revenue split[4] 

80:20 Pareto Principle[2] 

90:10 Warren Buffet’s Rule of  thumb[DBELM] 

D. Datasets(A brief existing summary) 
Table III:   Dataset and details 

Dataset Name Web source 

Details 

CASIA V1,2 [64-65] 

NB-CASIA [66] 

USC-SIPI [67] 
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CoMoFoD [68] 

RAISE [13] 

Dresden [19] 

Kodak and Google [69-70] 

MICC-F220 [71] 

GRIP [72] 

FAU [73] 

SMIFD [74] 

WILD WEB [75] 

PS-Battles [76] 

COVERAGE [77] 

Columbia Image Splicing [78] 

FFCMF [79] 

OICIO [80] 

Deepfakes [81] 

DDSM [82-83] 

CBIS-DDSM [84] 

MIASDBv1 [85] 

Chest x-ray [86] 

Novel CORONA virus [87] 

DRIVE [61] 

MESSIDOR [62] 

STARE [63] 

CATARACT [88] 

Glaucoma(RIGA) [89] 

 

E. Image Forensics and processing methods(A brief existing 

summary) 
Table IV:  Image Attacks detection methods detailed Description 

Image Attacks 

detection Tools 

Description 

ELA Error Level Analysis is an Image Forensics 

Tool[1]. 

GAN(Generative 

adversarial network) 

Descriminator 

AI based fake face generation. 

One of the motivations to us to do Image 

forgery detection research. 

GAN based fake face generator and 

descriminator. 

Lets have a look on some websites, 

1) https://thispersondoesnotexist.com/ 

2) https://www.whichfaceisreal.com/ 

3) https://generated.photos/ 

4) https://deepfakesweb.com/ 

5)[60]. 

 

Reverse Image 

Search 

https://tineye.com/ 

Metadata view  tool https://www.verexif.com/en/ 

Poisson Image 

editing 

Gradient domain image processing. 

Attentional heatmap. Method in Image processing. 

Key point based 

methods 

SIFT,SURF 

Block based methods HOG,GLCM,ZM,LBP,WLD 

Hybrid methods Combination of more than one algorithms. 

Example is LPG[2]. 

 

F. Based on Feature extraction  algorithms and related 

terms (A brief existing summary) 
     Table V:  Feature Extraction Algorithms 

Algorithms Description 

HOG[48] Histogram of Gradient 

GLCM[45] Gray-level Co-ocurrence Matrix 

ZM Zernike Moment 

LBP[49] is Local Binary Pattern. 

CNN ConvolutionalNeuralNetwork 

WLD Weber Local Descriptor 

Hu Moment Moment based feature extraction. 

DCT is Discrete Cosine Transform , FMT is Fourier Mellin Transform 

& DWT is Discrete Wavelet Transform 

BRAVO  

 

Intensity based techniques 
CIRCLE 

LUO 

Key point based Image Forgery detection methods are , scale-invariant 

feature transform,SIFT[50], 

Speeded up robust features(SURF)[50], Fast Retina Key- 

point(FREAK Descriptor), Binary Robust Invariant Scalable 

Keypoints(BRISK Descriptor). 

FAST Both are Local feature Descriptors. 

Features from accelerated segment test(FAST 

Descriptor). 

Binary Robust Independent Elementary 

Features(BRIEF Descriptor) 

BRIEF 

ILBP[43] is “Improved Local Binary Pattern”. 

MBP[47] is “Median Binary Patterns”. 

LTP[46] is “Local Ternary Pattern”. 

ILTP[47] is “Improved LTP”. 

RLBP[47] is “Robust LBP”. 

SLBP[44] is “Soft LBP”. 

LBP-HF LBP Histogram Fourier highlights 

GLTP Gradient LTP 

FLBP is Fuzzy Local Binary Pattern 

NTLBP is Noise Tolerant Local Binary Pattern 

Haralick [34] 

Auto Encoder [35] 

GLDM & GLRLM are Gray Level Difference & Run Length Matrix. 

ANN Artificial Neural Network. 

RNN Residual Neural Network. 

Region based CNN [38] 

CONV Convolutional layer. 

POOL is Pooling layer[59] in CNN. 

ReLu Rectified Linear Unit and FC is a Fully Connected Layer in 

CNN[59]. 
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Softmax [36] 

Global average 

Pooling 

[39] 

Epochs [40] 

Stochastic gradient descent is iterative strategy for streamlining a goal 

function[41]. 

ELBP Extended LBP 

MB-LBP Multi Block LBP 

VLBP [42] 

3-D LBP Three dimensional LBP. 

CS-LBP [51] 

Extended  LBP [52] 

CLBP [53] 

RIFT [54] 

GLOH [55] 

Le NET  

 

 

 

CNN Architectures 

Alexnet 

Resnet 

GoogLe Net 

Inception 

Xception 

VGGNet 

CaffeNet 

DenseNet 

ConvNet 

SqueezeNet 

SGDM [41] 

ImageNet Database. 

ZfNet Classic CNN. 

 

3. Proposed System 

 

New approach DBELM (Deep BAT Optimized ELM for 

Image forgery detection) approach is done by  Alexnet CNN 

for feature extraction, and feature map processed with BAT 

ecology algorithm and ELM classifier. The examination work 

of the paper is to recognize the altered segment of the picture. 

The proposed work contains (i) Dataset of images (ii) 

Preprocessing (iii) Feature Extraction, (iv) Feature Matching 

(v) Forgery Localization. And Feature-Extraction is 
implemented based on Alexnet CNN.  

G. Proposed algorithm 

• Input image acquisition: The information images 

gathered from dataset storage such as MIAS, 

CASIA, USC-SIPI, Kodak and Google Images 

is considered as dataset for the proposed system. 

• Preprocessing stage: Is for converting Color image to 

gray scale and Wiener filter is processed based 

on image quality. Wiener filter only used for 

bad quality images. 

• Feature Extraction: Extracts the features from the 

input images based on CNN. Three layers of 
<Conv,ReLu,Pool> used. Last FC is connected 

to ELM classifier. Output is binary classifier 

framework which results either original or 

Forged.  

• Forgery Localization: Forged region is located by 

moment based feature extraction algorithm 

Zernike moment. 

• Best Feature vector production: Best features 

calculated by BAT ecology algorithm.  

• Classification process: And best features finally 

processed by ELM classifier and produced better 

classification accuracy, based on its ratio system 

classified how many images are genuine or 

forged.  

H. Proposed Flow diagrams 

 
 

Figure  2.   DBELM  Approach (Block diagram of Proposed System)- General 

Proposed System without Localization. 

 

In Figure 2., is a general proposed flow without forged region 

localization. In below added a Figure 3., which consists of 

forged region localization. 

 
 

Figure 3.  DBELM  Approach (Flow of  Proposed System)- General Proposed 

System with Localization of forged region. 
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In Figure 7., general architecture redrawn based on layering 

approaches of  Convolutional neural network (CNN), Fully 

connected Layer(FC) and binary classifier which categorize 

either 1 or 0, Extreme Learning Machine(ELM). Figure 8., is 

combined with BAT optimized ELM classifier. 

 
Working Mechanism: Input image is processed and resize is 

done in the pre-processing stage. Feature extraction depends 

on {Iw X Ih X Ic X K}, where, w is width, h is height, c is 

number of filters in every layer and K is number of collected 

samples. CONV1 followed by max pooling and rest two 

followed by average pooling. BAT ecology algorithm used for 

features reduction. Finally ELM, a binary classifier used to 

classify original(1) or Forged(0). For feature extraction, three 
CONV layers used and produced feature maps. For feature 

matching, ELM classifier used. 

 

Datasets used are MIASDBv1[21] which consists of 322 

original images(both healthy and unhealthy breast cancer 

images, which is in PGM format, converted to JPEG for 

research purpose). We formed 322*2=644 Forged images by 

duplicate move and grafting assaults for picture fabrication 

recognition assessment measure. CASIA V1 dataset comprises 

of 800 unique and 921 fashioned pictures. CASIA V2 dataset 

comprises of {7421 unique and 5123 produced} pictures. 

From CASIA V2, have chosen {1000 original and 1000 
forged}. CASIA dataset[14] total of 1800 original and 1921 

forged formed. CoMoFoD[12] dataset chosen 200 original and 

400 forged images. In Kodak and google, original of 40 and 

forged of 80 from Kodak and google dataset forming is mainly 

concentrated some random selection from Flickr dataset, a 

total of 50 original and 100 forged collected. Finally MNIST 

handwritten digits dataset[37] collected and processed with 

CNN program and check the accuracy, chosen as primer 

research activity before setting up proposed system. 

 
I. Description of layers in Proposed CNN structure 

 
Table VI: Proposed CNN structure details 

Layers Description 

Image Input Image 

Preprocessing Resize the input Image 

Feature 

Extraction 

CONV1, ReLu1, Max Pooling1; 

CONV2,ReLu2, Average Pooling2; 

CONV3,ReLu3, Average Pooling3. 

Extracted features. Collected and 

visualized the feature maps. 

FC Fully Connected layers, FC1 and 2. 

Optimization BAT ecology optimization algorithm 

for best features. 

Classification Extreme Learning Machine classifier 

outputs either 1 or 0. 

J.      LPG[2], our previous methodology, 

 
Figure 4. Banding and sub-banding concept of  LPG 
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K. Dataset and digital image attack(s): 

                      

 
Figure 5. Dataset Images 

                     

 
Figure 6. Attacks in Digital Images(Copy movesingle&multiple forgeries; Splicing attack)

 

 
Figure 7. Proposed System general diagram 

 
Figure 8. Proposed System BELM 

L. Requirements for Proposed system: 

 

Image   Resize CONV1   CONV2   CONV3     FC1  ReLu4            FC2     Reduction  Classify  
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Figure 9. DBELM for Image Forgery detection 

 

 
 

Figure 10.  Layers of CNN for Image Forgery detection 

 

4. EXPERIMENTS AND RESULTS 

 
This part gives the assessment of results acquired by DBELM 

proposed strategy for picture phony discovery. Gotten results 

are contrasted and various splits of training, testing pictures. 

The investigations have been executed on a machine with Intel 
center i3, GPU NVIDIA driver, 64 bits-processor; 4 GB 

RAM, working by Windows 10. The proposed calculation is 

actualized by MATLAB 2020 trial version for DBELM 

implementation. And Python 3.8.5 and Jupyter Notebook for 

MNIST handwritten digits classification using CNN as primer 

research.  

A.Dataset description 
                            Table VII: Dataset description 

Dataset Name *COriginal 
+CForged 

MIASDbv1(D1) 322 644 

CASIA(D2) 1800 1921 

CoMoFoD(D3) 200 400 

Kodak and Google(D4) 90 180 

              Total Images 2412 3445 

 Where, *C or +C denotes count. 

BMetrics used are, 

• Precision, P: Probability that a detected 

region is truly a altered[4].  

  Precision(P)={Tp/(Tp+Fp)}              (1) 

• Recall, R: Probability that a forged region is 

located[4] 

           Recall(R)={Tp/(Tp+FN)}                  (2) 

• F1measure :Combination of above two[4] 

  Fm={(2*P*R)/(P+R)}                   (3) 

         We considered ‘Classification accuracy’: the mean of 
accuracy in terms of ELM  

Classifier’s Activation functions.  

         Below 1,2,3,4 denotes based on image forgery 

detection[4], 

• Tp is the Number_of_alteredImage that are 

truly detected as tamperedimages. 

• Fp is the Number_of_OriginalImage that are 

falsely detected as tamperedimages. 

• FN is the Number_of_alteredImage that are 

falsely detected as originalimages. 

• TN is the Number_of_OriginalImage that are 

truly detected as originalimages. 

 

M. BAT Ecology Algorithm 

BAT[6-8] algorithm is metaheauristic algorithm for 
worldwide optimization. It was motivated by the echolocation 

conduct of micro-bats, with changing pulse paces of discharge 

and commotion. The Bat algorithm was created by Xin-She 

Yang in 2010. 

 
Figure 11.  BAT and preys 

(BAT food source:[58]) 

 
The term ‘Echolocation’[8]  is, 
 

Initially  : Virtual bat  
Flies  : Randomly  
Conditions : {vi at xi with a varying ff or ℷ & A0}.  
What they do : {Search {Prey or food};Echoes for *Dr & *Di} 
Finds  : It adjusts { ff , A0 & ‘pulse-emission-rate{r}’}. 
Loudness varies : {A0 to Amin} 
Where, Dr is direction, Di is Distance. 
 

BAT optimization algorithm[6-8]  selects the optimal or best features 
from the feature vector of proposed CNN and those features 
processed for training and testing pair with the help of ELM classifier 
for original and forgery classification.  
 
The advantages of using the BAT algorithm[8] is it is very efficient, 
frequency is tuned randomly and, gives promising optimal 
arrangements and functions admirably with muddled issues. Also, 
additionally best advantage of  BAT algorithm is automatic 
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parameter tuning it is essential to work with complex problems in any 
area. 

BAT Psuedo code(Based on[8]): 

      1) Start 

2) Initialize the neurons (BAT) 

 3) Initialize the Loudness, frequency, Pulse rate, velocity 

 4) Evaluate the fitness function 

 5) Calculate the best value 

 6) Calculate the classification accuracy(Ac) 

  7) Stop Criterion 
If Ac<At 

     Select best features 

  Update the loudness, Frequency,Pulse rate, velocity 

else 

goto step 3 and repeat it until to reach best match results. 

8) End. 

N. ELM Classifier 

ELM algorithm based on proposed algorithm: 

• Input                : Feature map generated by 

CNN three layering mechanism 

• Activation function           : Based on ELM kernels 
are Tribas, Sigmoid, Rad, Sinusoidal 

• Number of hidden nodes : We have selected 30 

hidden nodes for entire research work. And the 

details regarding the hidden nodes we mentioned 

clearly in [2]. 

• Output               : Binary Classification 

[1/0] that’s [Genuine/Forged]. 

 
                   Figure 12.   Modified ELM Classifier for DBELM[90] 

BATELM based on proposed algorithm: 

 

• Input    :Image Acquisition. 

• Pre-processing  :RGB to gray conversion. 

If quality less, go for noise filtering and resizing 

image. 

• Feature Extraction :Feature maps. 

• Training and Testing :Splits rules. 

• Feature Selection  :Fitness checking for best 

optimal features selection. 

• BAT feature selection :Set parameters for 

proposed algorithm. 

• Stopping criterion :Classification Accuracy 

less than Threshold value. 

• ELM Classifier   : Check with 

activation function, hidden nodes and kernels. If 

output is 90%, Genuine is 90 out of 100. 

 

•  
Figure 13. Splits compared of D1 

•  
Figure 14. splits compared of D2 

•  
Figure 15. splits compared of D3 

•  
Figure 16. splits compared of D4 

In table 7., dataset details and count of images we taken for 

evaluation to detect image forgery. In table 8.,we evaluated  

Precision, Recall and F-measure based on splits. Splits details 

mentioned in Table 2. Suppose split is 90:10 denote the ratio 
of training and testing. 

As metrics shows same results in the case of copy-move 

forgery, considered other attacks also.  

From the above Figure, for the different datasets the image 

forgery detection exactness for the proposed model has been 

kept up between the 98% to 96% in 90:10 split, whereas the 

other splits algorithms varies from 93 % to 94% for the CNN 

trained with BAT-ELM respectively. Hence the proposed 
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model has better efficiency in the accuracy of detecting the 

different image forgery systems. 

 

 

Traditional Methods        Accuracy (%)  

 

FCID-HIST [89]         76.33  
FCID-FE [89]           79.22  

BusterNet [90]           78.00  

LORA+ELM[3]                         85.12 
LPG+ELM[4]                        88.61  

LPG+BAT+ELM[4]                       96.01 

Proposed System                           98.00 
 

5. CONCLUSION 

 

Authenticity expectation of a picture has ended up being basic 

these days in each field. Trial results have indicated that this 

technique gives high classification accuracy regarding various 

splits as we considered all through our exploration work. In 
the tests, the proposed technique beats some current strategies 

for our past exploration approaches and furthermore 

conventional techniques. Among four classifiers ELM 

demonstrated as productive in work with high classification 

accuracy rate. With BATELM algorithm, accomplished 98%. 

In future, we will do likewise with some auto-encoders ideas 

with various epochs. 
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