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Abstract

A Prevention of data theft such as bank account numbers, credit
card information, passwords, work related documents, etc. is
essential in today’ communication systems, since many of our
daily activities depend on the security of the data networks.
Although Graphical Authentication Systems have been playing
an important role in balking various kinds of bot attacks by
acting as an additional mechanism over alphanumeric passwords,
yet they have not been used for human authentication to its full
potential. By exploiting its feature of easy memorability and the
possibility of quadrillion permutation and combination of images
that could form the graphical password, an independent human
authentication system can be made. Thus, Graphical Password by
Segmentation of Image is one such system that attempts to
exploit the aforementioned criteria. This system segments the
image like a grid, which has a maximum of 8 columns and 8
rows. Then, each segment of the image is dragged in a particular
sequence onto an empty grid of size 8x8 and placed on a
particular segment of the empty grid, to form the user’ password.
If the user chooses to shuffle the segments during registration,
the image segments will be presented in a shuffled manner when
the user logs into the system and the user needs to drag each
segment of the image onto the same empty grid of size 8x8 in the
correct sequence and position of the segments that user had
specified during registration.
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1. Introduction

Graphical Authentication systems such as CAPTCHA and
other Recognition Based Techniques have proved to be
useful in many real time systems, but only to prevent bot
attacks. Other recall based techniques such as draw a secret
and pass points have been introduced as human
authentication systems, but have not been implemented
widely. [7]

Graphical passwords introduced so far have never been
used as main authentication systems. The reasons are, that
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selecting the very same points on the image or using the
mouse to draw on the image is a tedious job and to get the
exact same design every time one draws with the mouse is
nearly impossible. [7]

Graphical Password by Segmentation of Image (GPSI) is a
human authentication system that can be used to provide
security to all kinds of systems like web applications,
digital lockers and even real lockers for that matter.
Because Graphical Password by Segmentation of Image
(GPSI) can be used independently to authenticate users, it
has a potential to replace existing authentication systems
such as alphanumeric passwords.

It also eliminates the need to select same intricate points on
an image or draw the same design every time during login.

(7]

2. Implementation

The flow of the system can be divided into two phases:
1. Registration Phase
2. Login Phase

2.1 Registration Phase

Apart from the general user credentials like username,
email id, etc. the user is asked to provide an image and
mention the number of rows (maximum of 8) and
columns (maximum of 8) of the grid in which the user’s
image will be segmented as shown in Fig. 2.

User’s image is then segmented into the grid of user
specified rows and columns for the user to drag each
segment onto the empty grid of size 8x8 as shown in Fig.
3 and Fig. 4 respectively. Fig. 4 shows that the image
segments are put on numbers 1, 2, 3,9, 10, 11, 17, 18, 19,
but the user can put the image segments on any numbers,
as shown in Fig 5. [1]
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Fig. 1. Flowchart of Graphical Password by Segmentation of Image

The image is segmented using Block-Based Normalised-
Cut Algorithm, whose basic unit of clustering is image
block instead of individual pixel. Block-based algorithm
not only decreases the time and storage complexity, but
also improves the discrimination power of visual feature

vector.[5]
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Fig. 2. Registration form

Fig. 3. Segmented image
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Image chosen by the user during registration is presented
to user in segmented form as shown in fig 3.
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Fig. 4. Setting of user

User is asked to drag and drop each segment of image
anywhere on a 8x8 empty grid as shown in fig 4.User is
supposed to remember the sequence and position of
where the segment is mapped in a empty grid.

Last 9 tuples of the database table in fig. 6 shows how
each segment is saved in the same sequence in which the
user had picked them up along with their position number
represented by index_id.
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Fig. 6. Snapshot of database for 3x3 image segmentation

2.2 Login Phase

During login, when the user wishes to access the system
the image segments will be presented in a shuffled
manner as shown in fig. 7, if the user has enabled

shuffling during registration. Otherwise, segments are
displayed without shuffling as shown in fig. 8. The
shuffling is done using Collections.shuffle function in

java.util package, which basically uses the Fisher-Yates

Shuffle [2] algorithm explained as follows:

1. Store the segments from 1 through N as numbers
from 1 to N where N=mxn and m and n are
number of rows and columns respectively.

2. Pick any random number k between one and the
number of unstruck numbers remaining
(inclusive).

3. Counting from the low end, strike out the kth number
not yet struck out, and write it down at the end of
a separate list.

4. Repeat from step 2 until all the numbers have been
struck out.

5. The sequence of numbers written down in step 3 is
now a random permutation of the original
numbers.
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6. Since each of these numbers represent each image
segment, the segments are also jumbled
accordingly. !

Fig. 7. Shuffled Image

Image chosen by the user during registration phase is
segmented,shuffled and presented to user during login
phase as the user choses to shuffle image during
registration phase.

Fig. 8. Unshuffled Image

Image chosen by the user during registration phase is
segmented,unshuffled and presented to user during login
phase as the user choses to unshuffle image during
registration phase.

To be considered as authentic, the user has to drag the
segments onto the empty grid of size 8x8 in the correct
sequence and at the correct position. [1]
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2.3 Learning Management System
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Fig. 9. Learning Management System User Homepage

After the user is authenticated he will be directed to the
Learning Management System. This is an application is
developed for the department of a college, wherein data
can be shared between the students and the faculty,
faculty and the hod and hod and students. It allows the
user to grant access to the other users to view and
download the data/file.

*Graphical Password By Image Segmentation®
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Fig. 10. User giving access to other users to view and download data.

ChooseFie Nofil chosen

User can choose between student/faculty/hod of
particular department ie,
IT/COMPS/EXTC/MECH/ELEC and also the semester
to which he wants to grant access to download and view
data as shown in fig 10.
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Fig. 11. Public data that this user is given access to.

Other users can provide access to this user to view and
download data and the files which the user is given
access can be viewed and downloaded under ‘public
data’ as shown in fig 11.

2.4 Forgot Password

If the user forgets his password then can click forget
password. After clicking forget password user will be
redirected to a page wherein the username and a security
question will be asked. If the username and security
question is correct the the password will be given to
him.

MAGE SEGMENTATION'

'GRAPHICAL PASS

enter your UserName

-
Fig. 12. Forget password

user is asked to provide correct username and email id as
shown in fig 12.. If username and email id matches with
that of mentioned by the user during registration phase
then user will be directed to the link that will provide
user with the correct password.
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Fig. 13. Password with proper index and sequence retrieved

After the user provides correct username and email id
then the password with correct sequence and index as set
by the user during registration phase is provided to user as
shown in fig 13.

3. Conclusion

Graphical passwords offers better security than text-
based passwords because many people, in an attempt to
memorize text-based passwords, use plain words rather
than the recommended jumble of characters. A
dictionary search can often hit on a password and allow
a hacker to gain entry into a system in seconds. But in a
series of selectable images, possible combinations that
could form the graphical password are so many that it
would take millions of years to break into the system. [3]

This study concludes that more the number of rows and
columns, more will be the number of segments of the
image and thus more will be the length and security of
the password. Shuffling the segments of the image can
prevent shoulder surfing attack, as each time the shuffled
output will be different, thus the user will pick the same
segment from different positions each time while
logging into the system.
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