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Abstract - Selective forwarding attack is a dangerous 

attack in wireless sensor networks, in which a malicious 

node attempts to drop some incoming packets. This means 

that it refuses to forward them to destination. Selective 

forwarding attack has a highly destructive impact on multi-

hop routing protocols in wireless sensor networks and 

decreases the packets delivery ratio to sinks. This paper 

proposes a secure routing protocol against selective 

forwarding attack in wireless sensor networks. The main 

idea of the proposed algorithm is to establish a cell structure 

within the network so that W≥1 node plays the monitoring 

role in each cell that monitors activities of the remaining 

nodes in the cell. By overhearing traffic within the cell, the 

observer nodes find out whether the nodes are maliciously 

drop packets. If the observer nodes recognize that a node is 

malicious and does not forward the incoming packet to the 

destination, they will alter the path of the packets. The 

proposed algorithm was implemented and its performance 

was compared with four existing algorithms in terms of 

packet delivery ratio to the sink. The results of the 

comparison show that the proposed algorithm has better 

performance. 

 

Keywords - Wireless Sensor Networks, Overhear 

Mechanism, Cellular, Observer Nodes, Selective 
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1. Introduction 
 

Today, wireless sensor networks are used in many fields 

such as environment, military operation and exploration. 

Since sensor nodes have low computing, memory and 

radio capabilities and with regard to the use of the 

networks in critical environments, especially military 

contexts, providing security in such networks are of high 

importance and have been considered by many 

researchers [1, 2]. 

Selective forwarding attack is one of the common attacks 

in the wireless sensor networks that could disrupt many 

monitoring and surveillance missions. In this attack, 

malicious nodes often behave as legal nodes but 

sometimes drop reporting packets and therefore it is hard 

to detect such an attack. The attack greatly disrupts multi-

hop routing algorithms in wireless sensor networks and 

decreases packet delivery ratio to the sinks. Selective 

forwarding attack usually will have the greatest impact 

when attacker node is directly on the path of data flow. 

The malicious node can be easily detected if it drops all 

incoming packets but if the malicious node tries selective 

forwarding; that is, it does not drop all incoming packets, 

it will be difficult and challenging to be detected [3,4]. 

 

So far, many mechanisms have been proposed to defend 

against selective forwarding attack. The most common 

mechanisms include multi-hop acknowledgement-based 

algorithms [5, 6] or multipath-based methods algorithms 

[2, 10]. In general, disadvantages of such algorithms are 

as follows: high delay in packet delivery to the sinks, high 

computational overhead, security problems and lack of 

scalability. This paper proposes a cell structure-based 

routing algorithm using observer nodes for securing the 

network against selective forwarding attacks so that it 

removes disadvantages of the previous algorithms [7, 8]. 

The paper is organized in the following sections. Section 

2 and section the paper is organized in the following 

sections: Section 2 and section 3 respectively present 

previous works and observer nodes. Section 3 deals with 

hypotheses of system and attack model, section 4 

introduces the proposed algorithm and section 5 shows 

performance evaluation and simulation results. The last 

section concludes the paper. 
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2. Related Work 
 

Selective forwarding attack was first raised in [2] and the 

use of multi-path routing protocols was stated as the first 

strategy to defend against this attack. In this method, the 

packets are routed from source to destination through 

fully separate n paths. Disadvantages of the strategy 

include low security, lack of detection of malicious node, 

increased energy consumption and communication 

overhead. Another protocol was provided in [3], in which 

a multi-hop acknowledgement algorithm is used 

according to the responses received from intermediate 

nodes in order to disseminate alarm messages across the 

network. Another technique was presented in [4] in order 

to detect malicious nodes against selective forwarding 

attack. In fact, it is the improved version of the technique 

proposed in [3]. A centralized intrusion detection 

algorithm was demonstrated in [9] that is based on 

support vector machines and sliding window technique in 

order to defend against black hole and selective 

forwarding attacks. Another protocol, based on multi-data 

flow topologies (MDT), was proposed to defend against 

selective forwarding attack in [1].  

 

The main idea of MDT is to divide sensor nodes into 

several groups or completely separate data flows so that 

data sensed by the source nodes are forwarded to the base 

station via the separate data flows. A reliable fuzzy-based 

data delivery algorithm was provided in [11] that is 

actually the improved form of multipath routing technique 

reported by [2]. Another lightweight algorithm was 

presented in [12] where only information provided by 

neighbors is used to detect the selective forwarding attack. 

Moreover, [13] presented an algorithm to defend against 

selective forwarding attack that used heterogeneous sensor 

network model to detect the selective forwarding attack. 

The algorithm acts only in cluster-based sensor networks. 

Moreover, [14] proposed another way to defend against 

selective forwarding attack, in which a multinomial-based 

approach is used. The main idea is that the sensed data is 

divided into several pieces and the pieces are forwarded to 

the base station via separate routes. A traffic monitoring-

based algorithm was shown to detect selective forwarding 

attack in [15].  

 

In this approach, eavesdropper and monitor (EM) nodes 

were used to overhear and monitor all network traffic. In 

addition, [16] introduced a sequential mesh test-based 

algorithm to detect selective forwarding attack in sensor 

networks. The algorithm is naturally centralized and is 

used for cluster-based networks. Furthermore, [17] 

presented a defensive lightweight algorithm that uses 

neighboring nodes as monitoring nodes. 

The effects of the selective forwarding attack on data 

flows and ACKs flows were first simulated at the network 

level in [18]. Then, an ack-based multipath algorithm was 

studied to defend against the selective forwarding attack. 

Moreover, a fully distributed, dynamic, lightweight and 

learning automata-based algorithm was proposed by [19] 

in order to defend against selective forwarding attack in 

sensor networks. The algorithm uses overhear mechanism 

with the learning automata model to select secure path for 

forwarding packets in multi-hop routing protocols. Each 

node is equipped with learning automata whose mission is 

to choose the next node (upstream node) to forward data 

to the base station and monitor its performance. 

 

Furthermore, a secure routing algorithm based on 

monitoring and reputation mechanism was proposed in 

[20]. In this algorithm, the amount of reputation is set 

based on the forwarding rate of the packets and residual 

energy of the node. Such detection and routing 

mechanism is common because it considers both security 

and network lifetime. 

 

3. Observer Nodes 

 

In a sensor network, nodes can be homogeneous or 

heterogeneous. Homogeneity or heterogeneity of the 

network nodes can be expressed in terms of hardware or 

software. In the case of hardware homogeneity, all nodes 

are identical in terms of hardware resources (such as 

memory, processing power, battery capacity, etc.). In the 

software homogeneity, all nodes are identically 

programmed and play the same role in the network. 

However, in hardware or software heterogeneity, nodes 

will be different from one another. For example, in the 

case of software heterogeneity, some nodes in the network 

play specific roles in the network that include intrusion 

detection, detection of a specific attack, leading a group, 

and so forth. The nodes usually make up a small part of a 

network and the remaining nodes should perform the 

network mission. 

 

So far, many algorithms such as [21-25] have been 

proposed to defend against various attacks in wireless 

sensor networks, which rely on specific nodes under the 

"observer" node or other categories. The nodes can be 

different from other nodes in terms of software and play 

roles to detect a specific attack in addition to their usual 

duties in performing the network mission. For example, 

[21] used four detector nodes in the network to estimate 

the nodes location and detect Sybil node. In addition, [22] 

employed the monitoring node mechanism to remove the 

misbehaving nodes from the routing in individual mobile 

networks. Furthermore, [23] used beacon or watchdog 
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nodes to provide a reputation evaluation system. 

Moreover, [24] used four monitoring nodes to monitor 

network traffic and detect sinkhole attack. Finally, [25] 

employed a series of beacon nodes to detect the wormhole 

attack. 

 

This paper used the same type of specific nodes called 

monitoring nodes to provide a new and efficient algorithm 

to defend against selective forwarding attack in wireless 

sensor networks.  

 

4. Assumptions of the Systems and Attack 

Model 
 

Sensor network is divided into two general categories of 

source nodes (SN) and forwarding nodes (FN). The source 

nodes actually generate reporting packets. Packets 

generated by the source nodes are delivered hop-by-hop to 

the sink node through forwarding nodes. For example, 

sensor nodes can be expanded in border areas or enemy 

environments and if they observe enemy forces activities, 

they will provide the necessary reports and deliver the 

reports to the base station or sink with a few hops. 

 

The nodes are assumed to have unique identifier (ID). 

The required operational environment is a two-

dimensional environment where the source nodes and 

intermediate nodes respectively are specifically and 

randomly distributed. All nodes have a constant radio 

range that is equal to r. Moreover, it is assumed that the 

nodes can communicate with each other through wireless 

radio channels and use omni-directional broadcast. 

Communication links are bi-directional; that is, if node u 

can get a message from node v, it can forward a message 

to v. In addition, it is assumed that nodes are aware of 

their location and remain fixed after development in the 

operating environment (nodes are not mobile). Sensor 

nodes and communication links are not safe; the enemy 

can capture some nodes, reprogram them as malicious 

nodes, and deploy them in the network.  

 

It is also assumed that our network model uses key 

establishment protocol LEAP [17] to establish cluster keys 

between the nodes in the network. A cluster key is shared 

by a node and all its neighbors, and is mainly used to 

secure local broadcast messages, such as routing control 

information. This type of key is used to perform overhear 

operation. In other words, this type of key makes overhear 

operation possible. In LEAP algorithm, each node u 

shares a unique cluster key with all its neighbors in order 

to secure its messages. Its neighbors also use the same key 

to decrypt and authenticate messages of the node u. 

The attack model considered in this paper is derived from 

the attack model in [5, 6]. A malicious node in the attack 

model can refuse forwarding the incoming packets to the 

base station and easily drop the incoming packet. Here, it 

is assumed that enemy can capture and reprogram normal 

nodes within the network and inject them as malicious 

nodes into the network or inject external malicious nodes 

into the network. It is also assumed that malicious nodes 

do not cooperate with each other and have no limit on the 

rate of dropping packets. 

 

5. The Proposed Algorithm 
 

The main idea of the proposed algorithm is to create a 

cellular structure in the network and use the overhear 

mechanism to monitor traffic and performance of the 

nodes with the help of monitoring nodes in order to 

defend against selective forwarding attack. In short, 

 node plays the monitoring role in each cell that 

monitors activities of the remaining nodes in the cell. 

When monitoring nodes observe a malicious behavior 

(dropping the packets) of the forwarding nodes, they alter 

the path of the packets; that is, they forward the packet to 

destination through another neighbor. The proposed 

algorithm consists of three phases that will be described 

below. 

 

5.1. Determination of the Level of Nodes 
 

Now, the level of nodes is briefly determined on the 

routing tree. In other words, the distance between each 

node to sink is determined in terms of hop. Each sensor 

node has a neighborhood table in its memory as shown in 

Figure 1. Identifiers (IDs) of the neighboring nodes are 

stored in the column NID and the number of neighboring 

nodes in the routing tree. In other words, its distance to 

the sink by hop is stored in Hop-Count column. 

 

After the deployment of nodes in the network 

environment, the sink node as the root of the routing tree 

will generate a packet of "route-generator" with content 

<< NodeID = 0, HopCount = 0 >>, encrypt it with its 

cluster key  and broadcast it. All sensor nodes of  

that are in the radio range of the sink will receive this 

packet as the nodes of Level 1 in the routing tree, decrypt 

it with its cluster key  and update its neighborhood 

table. This means that it adds one row in the 

neighborhood table. The sink node identifier (the 

identifier was assumed to be 0) is stored in the field NID 

of the added row, and distance between the node 

forwarding the route-generator packet to the sink is stored 

in the field HopCount.   
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Then, each of the neighboring nodes of the base station; 

that is s, generates a new route-generator packet with 

content <<NodeID =vi, HopCount = 1>>, encrypts it with 

the cluster key and broadcasts it to the neighbors. The 

process continues until the route-generator packet is 

delivered to all accessible nodes in the network. After the 

end of the phase, each node in the neighborhood table will 

have the identifier of all its neighbors with their distance 

to the sink node in terms of hop.  

 

Hop-Count NID 
  
  
  

 
Figure 1: structure of neighborhood table 

 

5.2. Configuration Phase 
 

Partitioning, selection of the monitoring nodes and the 

next hop node are performed to forward packets to the 

sink. 

 

The sensor nodes calculate their location via GPS or 

positioning algorithms. Then, each node determines that 

in what cell it has been deployed and stores its ID in its 

memory. Assuming that the network environment is L*L 

and the size of each side of each cell is Grid_Size, and 

then the network environment is partitioned as Figure 2. 

 

 
Figure 2: partitioning of the network environment 

 

Figure 2 shows that the network environment has been 

transformed in the form of a cellular structure that 

contains p*p cells. The size of each cell is 

Grid_Size*Grid_Size. Each cell is determined by two 

components (i, j). Each node u calculates its cell ID from 

equation (1). 

 

)1(  
 

 

 
 

Where, x and y are the coordinates of the node u. 

 

Then, at most  node will be selected as the 

monitoring node in each cell. A variety of mechanisms 

can be taken to select the monitoring nodes. One simple 

mechanism is that the monitoring nodes are randomly 

selected in each cell. Another mechanism is that those 

nodes are selected as the monitoring nodes in each cell 

that have more neighbors. This mechanism will be more 

effective because it can monitor and overhear more other 

nodes. To implement the mechanism, each node 

broadcasts a number of its neighbors in the cell. Hence, 

each node becomes aware of each of the number of 

neighbors of its neighboring nodes. Therefore, W nodes 

that have the highest number of neighbors are selected as 

the monitoring nodes. 

 

In this phase, each node u selects the next one of his 

neighbors who has a shorter distance to the sink as the 

next-hop node. Henceforth, the node u will forward its 

packets or incoming packets through this next-hop node 

to the sink. 

 

5.2. Data Forwarding Phase 
 

After ending the first two phases of the proposed 

algorithm, the source nodes generate particular reporting 

packets when they view the events in question and 

forward them to the next hop. Figure 3 shows the form of 

the reporting packets. 

 

Payload NextHopID SenderID PacketID SrcID 
 

Figure 3: structure of reporting packets 

 

Source node identifier generating the reporting packet is 

stored in the field SrcID and packet identifier is stored in 

the field PacketID. Moreover, the node identifier 

forwarding packet is stored in the field SenderID and the 

node identifier of the next hop to which the packet is 

forwarded, is stored in the field NextHopID. Finally, data 

is stored in the Payload. 

 

Assuming that the source node SNk is going to generate a 

reporting packet after viewing an event and forward it to 

the sink, the source node SNk will generate a packet with 
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the following content and forward it to the next hop node 

(e.g., node u): 

 

<<SrcID=SNk, PacketID=eID, SenderID= SNk, 

NextHopID=u, Payload=Data>> 
 

Here, eID is a unique ID that SNk source node assign to 

each of its reporting packets. Moreover, the forwarding 

node u should deliver this packet to the next hop (e.g., 

node w). In this case, the node u modifies and forwards 

the reporting packet as follows: 

 

<<SrcID=SNk, PacketID=eID, SenderID= u, 

NextHopID=w, Payload=Data>> 

 

The process continues until the above-mentioned 

reporting packet is delivered to the sink node. However, if 

the enemy injects malicious node in order to establish a 

selective forwarding attack, the reaction of the proposed 

algorithm will be as follows: 

 

Consider Figure 2 and assume that node u is a malicious 

node and node a is going to forward a packet to it. In fact, 

node a selects node u as its own next hops. Moreover, 

assume that node v is selected as the monitoring node. 

When node a encrypts its packet with a cluster key and 

forwards it to u, the monitoring node v will overhear the 

packet if it is located at the radio range of the node u and 

keeps it in its buffer for time t. If the node u attempts to 

forward the packet during the time t, the monitoring node 

will delete the packet from its buffer but the malicious 

node u refrain from forwarding the packet, the monitoring 

node will forward the packet to the next hop (a node other 

than u) and forwards a message to the node a in order to 

change its next-hop node. In this case, if the node a has 

another candidate for the next hop, it will choose it. For 

example, it chooses the node e as the next hop in Figure 

2, and henceforth will forward its packets via the new 

next hop node to the sink. Therefore, if a monitoring node 

is in the neighborhood of both sender and receiver nodes 

of a packet, the monitoring node will notice malicious 

behavior of the receiving node and take necessary actions. 

Thus, if the number of monitoring nodes increases, 

resistance to selective forwarding attack will be increased.  

 

5.3. The Proposed Algorithm Overhead 
 

Memory overhead: the memory overhead that is imposed 

by the proposed algorithm to the sensor nodes concerns 

only to the neighbor table. Assuming that the average 

number of neighbors of each node is d, the memory 

overhead equals to 2d and would be of the order of O (d). 

Communication overhead: unlike algorithms of [2, 10], 

the packets in the proposed algorithm are forwarded to the 

sink through single-path and if the packet is dropped by a 

malicious node and such a drop is observed by the 

monitoring node, the packet is forwarded to the sink 

through more than one path. Therefore, the 

communication overhead of the proposed algorithm is less 

than two [2, 10] and thus it consumes less energy. Of 

course, little communication overhead imposes on the 

monitoring nodes for overhear operation in the proposed 

algorithm. However, it is very obvious that the overhear 

operation has a very little overhead and consumes very 

small energy compared to the sending of a packet. In the 

first phase of the proposed algorithm, each node also 

sends a route-generator packet. In the second phase, each 

node broadcasts a message (containing the number of its 

neighbors) to its neighbors in order to select the 

monitoring node. 

 

Processing overhead: overhead processing of the 

proposed algorithm returns to the second phase of the 

algorithm where each node should arrange the number of 

the neighbors of its own neighbors in a descending order 

list and examines whether it is on the list W of the 

monitoring node. Assuming that d is the average number 

of neighbors, processing overhead of the process is 

 (using the merge sort algorithm). 

 

6. Simulation Results 
 

In order to examine the performance of the proposed 

algorithm against selective forwarding attack, we first 

implemented it in C++, evaluated its performance by 

doing some experiments, and compared the results with a 

few other algorithms. 

 

Our simulation model is derived from [5] and [19] that is 

as follows: n sensor nodes are randomly distributed in a 

100 × 100 square meters environment. Of these nodes, 

one node is a sink, which is constantly on coordinates (50, 

30), and 20 other nodes are considered as the source 

nodes. M is also the number of malicious nodes that are 

randomly selected. The number of the monitoring nodes 

in each cell is W. The sizes of the cells are Grid_Size = 20 

meters. All nodes have a constant radio range that is 

equal to 10 meters. In all experiments, the probability of 

packet drop by a malicious node is 

. The source nodes generate and 

forward one reporting packet every five seconds. Each of 

the experiments would run for 10,000 seconds and the 

result of each experiment was obtained from the average 

of 100 different Runnings. Evaluation criterion is the 

packet delivery ratio to the sink; that is, percentage of the 
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packets generated by the source nodes that arrive at the 

sink. 

 

The simulation results of the proposed algorithm were 

compared with four other algorithms in Table 1 in order 

to show the proposed algorithm performance. Moreover, 

the amounts of security parameters of each of the four 

algorithms have been set in the simulations, as described 

in Table 1. 

 
Table 1. List of existing algorithms that compared to the proposed 

algorithm  

 

Security parameters  Algorithm  

-  Single Path 

Forwarding  

uses at most 5 distinct paths for 

leading each packet toward the base 

station 

Multi-Path 

based [2] 

uses two distinct data topology  MDT [10] 

1,4,2 === tACKACK TTLspan
 Ack-based [5] 

  

First experiment: this experiment evaluated the effect of 

the number of malicious nodes in the network on the 

performance of the proposed algorithm. The results were 

compared with other algorithms. We changed total 

number of the nodes in the network n = 300 and the 

number of malicious nodes in the network from 0, 20, 40, 

100 and evaluated the the results for W = 3. Figure 4 

shows the results of the experiment. 

 

As reported by the experiment results, the proposed 

algorithm performance in the packet delivery ratio to 

destination is higher than other algorithms. For example, 

when there are 50 malicious nodes in the network, the 

packet delivery ratio is 82% in the proposed algorithm 

while the amount is less than 70% for other algorithms. 

In addition, the experiment shows that when the number 

of malicious nodes in the network increases, the packet 

delivery ratio to the sink decreases because more packets 

are dropped in the network and the probability that some 

nodes (especially sink) are surrounded by a few malicious 

nodes increases. 
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Figure 4: Comparison of proposed algorithm and the other algorithms in 

term of the packets delivery ratio 

 

Second experiment: this experiment determined the 

effect of the number of total nodes in network n on the 

performance of the proposed algorithm. We changed the 

parameter W = 3 and the number of malicious nodes in 

the network from 0 to 100, and evaluated the experiment 

results for n = 300, 400, and 500. Figure 5 shows the 

results of the experiment. The results demonstrate that the 

increased density of the network increases the packet 

delivery ratio because the probability that a node is 

surrounded by a few malicious nodes or all nodes of the 

next hop are malevolent would be reduced. Hence, the 

packet delivery ratio to the sink is increased. 
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Figure 5: effect of the number of total nodes on packet delivery ratio of 

proposed algorithms  
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7. Conclusion 
 

This paper proposed a new routing algorithm to be 

resistant against selective forwarding attack. The 

proposed algorithm uses a cell structure with overhear 

mechanism through the monitoring nodes mechanism to 

remove malicious nodes from data routes to the sink. The 

performance of the proposed algorithm was evaluated in 

terms of memory, communication and processing 

overhead. Its performance was also evaluated by 

simulation in terms of packet delivery ratio to the sink. 

The results were compared with four other algorithms that 

indicate the superiority of the proposed algorithm. 
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