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Abstract - Numerous algorithms have been proposed in the 

fields of visual cryptography and steganography with the goals 

of improving security, reliability, and efficiency. Visual 

cryptography involves dividing the image into random shares 

without the use of keys. Since it can be employed by anyone 

without any cryptographic knowledge and does not require any 

computations while decrypting, many researches’ have been 

focused on it. Steganography is the art, science, or practice in 

which messages, images, or files are hidden inside other 

messages, images, or files. The person sending the hidden data 

and the person meant to receive the data are the only ones who 

know about it; but to everyone else, the object containing the 

hidden data just seems like an everyday normal object. 

Ultimately they both are ways of hiding data from prying eyes. 

This paper proposes a method to combine these two strong 

methodologies of keeping the image and the data secret from the 

prying eyes. We can develop an algorithm which uses the LSB 

method of steganography to hide text data inside an image, and 

then use that image as a secret image for visual cryptography 

method. The secret image with hidden data will be split up into 

shares using RKO technique for Visual Cryptography. Then 

when these shares are re-assembled or decoded to reconstruct 

the original image the revealed image will still contains the 

hidden data. The receiver then extracts the hidden data from the 

revealed image using reverse LSB.  

 

Keywords- Steganography, Visual Cryptography, RKO 

techniquet, Shares, LSB technique. 

 

1. Introduction 
 

Data is hidden in an image using steganography but the 

cover image which carries the data can be seen by 

everyone giving a hint that it carries something. Can we 

also hide the cover image from the prying eyes? [7].This 

is exactly where Visual Cryptography plays a role. Hide 

the data in the cover image using steganography and then 

create share of this encrypted image using Visual 
Cryptography. The shares are transferred to the receiver 

one by one. To extract the data, overlap the received 

shares and get back the cover image from where the 

hidden data can be extracted. 

 

As kind of special secret sharing technology, Visual 

Cryptography (VC) was introduced by Naor and Shamir[1] 

in the Eurocrypt’94. Since it can be employed by anyone 

without any cryptographic knowledge and does not 

require any computations while decrypting, many 

researches’ have been focused on it. This technique does 

not require any key management nor does it require any 

algorithm for decryption. A hybrid approach of Visual 

Cryptography called RKO technique[16] takes the color 

image and splits the image into two shares. The first share 

is the random share and the second share is the key share. 

These two shares have no resemblance to the original 

image. When the two shares are combined using XOR it 

reveals the original image.  The quality of the image 

revealed is same as the original image. This algorithm has 

perfect reconstruction property and there is no loss of 

picture quality. This algorithm can also be used on gray 

scale images without any loss of image quality.  

 

2. RKO technique for Visual Cryptography 
 

The RKO technique can be used which splits the image 

into two shares. The first share is the random share and 

the second share is the key share. These two shares have 

no resemblance to the original image. When the two 

shares are combined using XOR it reveals the original 

image.  The quality of the image revealed is same as the 

original image. This algorithm has perfect reconstruction 

property and there is no loss of picture quality. This 

algorithm can also be used on gray scale images without 

any loss of image quality[15]. 
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2.1 Algorithm [15] 
 

In step 1: Random Share generation, a random share is 

generated by taking any random value for 

R,G and B for each pixel. The size of the 

share is same as the original image. Every 

time we create a random share it gives a 

different value for each pixel. So no two 

random shares of the same image are same. 

 

In step 2: Key share generation, a key share is generated 

by xoring every pixel of random share with 

every pixel of the original image. The size of 

this share is also same as the original image. 

No two key shares of the same image are 

same since no two random shares are same. 

 

In step 3: Overlapping of the shares is done by xoring the 

random share with the key share pixel by 

pixel. This results in the generation of the 

original image.  

 

Algorithm RKO ( ) 

{ 

For every pixel i=0 to n 

{ 

 

RSi  =  R(0-255)  + G(0-255) + B(0-255) 

 

KSi = RSi  ⊕ OIi 

 

} 

 

OI = RS ⊕ KS 

} /* OI = Original Image */ 

. 

3. Image Steganography 
 

Steganography is the art, science, or practice in which 

messages, images, or files are hidden inside other 

messages, images, or files. The concept of steganography 

is not a new one; it dates back many millennia when 

messages used to be hidden on things of everyday use 

such as watermarks on letters, carvings on bottom sides of 

tables, and other objects. The more recent use of this 

concept emerged with the dawn of the digital world. 

Experiments have shown that data can be hidden in many 

ways inside different types of digital files. The main 

benefit of steganography is that the payload is not 

expected by the investigators who get to examine the 

computer data. The person sending the hidden data and 

the person meant to receive the data are the only ones who 

know about it; but to everyone else, the object containing 

the hidden data just seems like an everyday normal object. 

 

3.1 Techniques used for Steganography 
 

There are several different methods and algorithms of 

hiding data in different types of files. One example of an 

advanced hiding technique in images is using image 

layers [13]. This method divides the original image into 

several blocks, and then creates layers for each block of 

the binary values of pixels as matrices. The second step to 

hide the secret bits is to search within these layers’ rows 

and columns and try to find the best match between the 

binary value of the pixel that is being hidden and the 

binary value of the pixel where we want to hide it [13]. So 

for example, if the value of the pixel that we want to hide 

is ‘1001’, but we did not find a ‘1001’ in any rows or 

columns of the binary layers of the original image, but we 

did find a ‘1000’ then this is selected as the closest match 

and that secret pixel is hidden there.  

 

This method hides less data per block, it only hides 1 byte 

in an 8 x 8 pixels block whereas other methods like the 

LSB (Least Significant Bit) matching revisited method 

hides 1 bit in every pixel [14]. So this method hides less 

data per block which increases performance and sustains 

a better image quality. The significant thing about this 

method is that it doesn’t rely on hiding data in the LSB of 

pixel values, but tries to find the best secret pixel – 

original image layer pixel binary value match in higher 

layers of the image thus preserving the quality of the 

image which makes it somewhat resistant to steganalysis. 

 

4. Proposed Method 
 

When RKO technique of hybrid Visual Cryptography is 

combined with Stenography it can be used as an 

encryption technique used to hide data. The data is first 

hidden in the cover image. Then using RKO technique 

the stego image is broken into two shares. The data is now 

transmitted to the receiver in the form of two shares. At 

the receiver end the two shares are XORed to reveal the 

stego image. Then the receiver extracts the hidden text 

from the stego image by using LSB method.  

 

Since the shares have no resemblance to neither the cover 

image nor the hidden text it is a perfect technique to hide 

the data from the intruder as he has no knowledge of what 

communication is going on between the sender and the 

receiver. No single share can reveal the text. Both the 

shares are needed to extract back the hidden text. 

 

The model for this technique is shown in the Figure 1. 
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Fig. 1  Model for Steganography combined with RKO technique. 

 

4.1 Encryption  
 

To do encryption, the text to be hidden is specified and 

the cover image is submitted. The text is hidden in the 

image using LSB technique of steganography which hides 

the bits of the message in the LSB bit of every pixel of the 

image. Since the LSB contains the least information about 

the image, change in the LSB does not make much 

change to the image and for the visual eye it appears to be 

the same image. RKO technique is applied on this stego 

image and two shares are created. These shares are 

transmitted to the receiver. 

 

4.2 Decryption  
 

To decrypt the message on the receiver end, the two 

received shares are overlapped using XOR operator and 

the stego image is generated. From this stego image the 

hidden text is extracted and the cover image is recovered 

as it is.  

 

5. Implementation 
 

5.1 Details 
 

The steganography combined with RKO technique 

implementation was implemented in JAVA. The 

encode_text  function converts the text to binary and then 

inserts each bit in the LSB of every pixel. 

 

5.2 Results 

 

Sender Side : 

 

Text : Visual Cryptography 

 

Cover Image : 

 
 

Stego Image : 

 
 

Shares Generated : 

 

           
 

Random Share          Key Share 

 

RKO TECHNIQUE 

LSB TECHNIQUE  

COVER 

IMAGE 

TEXT TO      

BE HIDDEN 

STEGO 

IMAGE 

RANDOM 

SHARE 

KEY SHARE 

REVERSE LSB   

TECHNIQUE 

OVERLAP/ XOR  

COVER 

IMAGE 

KEY SHARE RANDOM 

SHARE 

STEGO 

IMAGE 

HIDDEN 

TEXT 
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Receiver Side : 

 

Shares Received : 

 

           
Random Share          Key Share 

 

Recovered Stego Image : 

 
 

Recovered Text : Visual Cryptography 

 

Recovered Cover Image : 

 
 
In our proposed scheme the recovered cover image is an 

exact replica of the cover image as no data is lost during 

the RKO operations. The extracted text is exactly same as 

the send text. Hence RKO technique is perfect to be used 

in conjunction with stegnanography as RKO scheme has 

perfect reconstruction property. This can be validated 

using Normalized Correlation (NC). NC is used to 

measure the correlation between the original secret image 

and the recovered images from the random shares.  
 

 

                    
1 1

( )w h

i j

Sij Rij
NC

w h= =

⊕
=

×
∑ ∑    

 

S represents the secret image and R the recovered image. 

w, h represents the width/height of the photographs and  

⊕ represents the exclusive OR operator. We repeated the 

test over multiple images, the NC for all the recovered 

images was 1.000. A comparison of RKO scheme with 

similar other schemes is listed in Table 1. 

 
Table 1.  Comparison of Visual Cryptography Techniques 

 

SCHEMES 

FEATURES Kuri, 

Sarode 

RKO 

TECHNIQ

UE[15] 

Tsai, 

Chen 

et.al. 

[12] 

Lukac, 

and 

Platani

otis [13] 

Chang 

and Yu’s 

scheme 

[14] 

 

Noise 

Correlation 

 

 

Always 

1.000 

 

Alway

s 

< 

1.000 

 

1.000 

 

Always 

< 1.000 

Image 

delivery 

Transparenc

y 

No Yes No Yes 

Additional  

Data 

Structure 

No 

Yes 

AX, 

BX 

No 

Yes 

S-E table 

(Local) 

Key 

Management 
No 

Yes 

S, BX 

have to 

be kept 

secret 

No No 

Pixel 

Expansion 

(256 color, 

 (n, n) 

scheme) 

No 

expansion 

1 : 9 

expans

ion 

 

1: 2(n-1) 

 

1 : 529 

 

 

7. Conclusions 
 

Alone steganography is good method to hide text in 

images but when steganography and Visual Cryptography 

are combined together, it is almost impossible for 

attackers to uncover hidden or encrypted data. The RKO 

technique used for Visual Cryptography has perfect 

reconstruction property, the revealed data and the cover 

image are exact replica of the original. This technique can 

be used by forensic and security investigators to 

hide/detect suspicious data. This technique requires less 

storage as there is no need to store the encryption keys 

and also requires less amount of computation time as 

there is no much complex processing. Use of Visual 

Cryptography makes it impossible for the attacker to even 

guess that the transmitted shares would contain some 

hidden data. And even if he somehow gets hold of any 

one share, it’s absolutely impossible to extract data from a 

single share. So we can conclude that when 

steganography and Visual Cryptography are combined 
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together, it is almost impossible for attackers to uncover 

hidden or encrypted data. And since the RKO technique 

used, has perfect reconstruction property the recovered 

image and text are exact replicas of the original. 
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